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9" SM Learning Outline (L1)

PLO Weight | *Taxonomies TEL *** Assessment
(%) and methods methods
No. | CLO (ICGPA vs :
CODE) generic
skills
Describe and identify security policy Lect
ecture,
framewaork, legal and moral implication FPLO1 . A, Q,P,M,F
CLO1 ) . . 45 c3 active ! e
and best practices in security [KW) .
learning
management
Demonstrate foundation knowledge and Lecture,
. . PLO2 i A, O, F
CLO2 | application of security and management (AP) 30 3 active !
concepts learning
Conduct risk analysis and assessment of Lecture,
. PLO3 . GE. M
CLO3 | enterprise systems (PS) 15 P3, TH5 active !
learning
Design detailed enterprise wide security
lans and policies, and deplo PLO4 Active
cLos | P °p POy 10 cs4 - | PGP
appropriate safeguards (models, (CS) Learning
mechanisms and tools)
Refer *Taxonomies of Learningand **UTM's Graduate Attributes, where applicable for measurement of outcomes
achievement ***T—Test; Q — Quiz; HW — Homework; L —Lab, LT — Lab Test, GR — Group Project; PR — Personal
Report; M — Midterm Exam; F —Final Exam; P —Presentation etc.
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““““““““““““““““ Class Grading

A Class Marks (45%)
I Quizzeg 2 (5% each) = (10%)
I Assignmentg, 2 (5% and 8%) = (13%)
I Presentationg 1 = (7%)
I Group Project 1 = (15%)

Any OBJECTION

8 i Coipya ightnd Kate: il
Third Edition -E R
:
Ao i L 4 i

MANAGEMENT OF
INFORMATION SECURITY

A Exams (55%)
T Mid Term: 20%
T Final Exam: 30%
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MANAGING SECURITY ?27?%
' ) J

Physical security of
the ship in accordance

v of networks
Managing the Risk

Defense in Depth

s -

Intrusion
detection

O ¢

- =

Access and Software
user controls whitelisting

Procedures about
the use of removable
media & passwords
policies

Personnel's awareness
of the risk & familiarity
with procedures
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OU™™ \Which ONE you will CHOOSE???

Take a walk in your customers’ shoes

Which supplier’s approach to information security would you choose to protect your valuable information?

L m

1 2 3 - 5

No systems, policies or Some information Meeting the Self-certified compliant UKAS independently
technology to support security related reguirements for basic but not independently accredited ISMS
information or cyber policies but not information security accredited ISO meeting ISO
security management structured as a system management e.g. with 27001:2013 based 27001:2013
or following any Cyber Essentials ISMS
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PDCA cycle
{one of many)
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cContents

A What isSecurity|nformation Security,

Managemen®

A What isinformation Security Management (1IS®1)

A

A

Principles of ISM (6PslPlanning, Policy, Programs
Protection, People, Project management

Project management

I PMBoK(ProjectMgmt Body of Knowledge

I Applying project management to security
I Project management tools




®"™ " Objectives Chapter 1

1) TheA Y LJ2 N -y OS 27T ibsgeluringany |
2ZNHI YAI I UA2YyQa dzaS 2+ L

2) Understandwho is (esponsibléor protecting an ,
2ZNHI YAIL I GUAZ2YQa AYF2NXI U,

3) Key characteristics ahformation security

4) Key characteristics ¢dadership and management

5) Differentiateinformation security managemeifitom
general management
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Introduction

A Information Technology (IT)

I The vehic

le that stores and transports information

from one business unit to another

I The vehic

e can break down

A The conce

ot of computer security has been

replaced by the concept of information

security

I Covers a broad range of issues

AFrom protection oflatato protection ofhuman
resources
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A Information Securityis no longer the sole
responsibility of a discrete group of people in the
company, BUT It is the responsibilityesfery
employee especially managers

A Information security decisionshould involve 3
distinct groups of decision makers (communities of
Interest)

¢ Information security managers and professionals
¢ Information technology managers and professionals
¢ Nontechnical business managers and professionals
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A InfoSec community
it NRPOISOUa GUKS 2NEIFYAIIFGAZ2YQ
threats they face.
A IT community

I Supports the business objectives of the organization by
supplying and supporting information technology
appropriate to the business needs

A Non-technical general business community

I Articulates and communicates organizational policy and
objectives and allocates resources to the other groups
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Sample 1 organization with IT dep

China Information Technology Holdings Limited
{British Virgin Island)

Iformation Security Infermation Security Information Security Kwong Tal HPC Electionics
Softwate Investment lnterwational Technology (Ching Internationad (China Companry
Ltd, lovestnent Company, Lid, Technology Lad, Hong Keng)
{Hong Kong) & Dovelopanent Led. {Mainland Chinsg (Hong Kong)
Hong Kenigh

IASPEC Software
Company, L1d.
(Management
Services
Agreement)

Shenzhen
Zhongtian
Technology

Information Security Shenzhen Bocom
Software (Ching Multimedia Display

Hulpu Huipu
Electronics Electronics
Company Lid, Technelogy Co,, Lid, (Shenzhen ) (Intern ation of)

(Mainland Ching (Mainland Ching) Development Co.,

Lyd,
{(Mainland Ching)

Co., Ltd Co., L1d.

(Mainland BVY
Ching)

52.5%

Co., Ltd.

Wuda Geoinformatics
(Mainland China) J
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Sample 2 organization with IT dep

—

Director
4’[ Special Advisor

¥ v > P[ Advisor J
[ Cabinet of the Director ] [ Deputy Director ] Internal and Budgetary |
Control )
A 4
¥ v L i .
[ Head of Operations ] [ Head of Security ] [ Head of Logistics
) v 2 2 .
Deputy Head of Operations ] [ Deputy Head of Security ] { Deputy Head of Logistics
‘ ¥ ¥
Counter-Intelligence Department ]4— 3
r’ P
Security Protection Telecommunication and
Department for Countering De, y > Information Technologies
. . partment
Terrorism and International L Department )
Organized Crime
. ' ™
S itv D ¢ ¢ Human Resources, Legal and
. ccurity Departmen ™| Material-Financial Department
Intelligence Department
A S
[ . ) 4 ( , —
Technical Department ]1— Maintenance and Logistics
. h — Department
A A
Analytical Department |<— Regional BIA Centers <
Research, Development and
y > Education Department
International Cooperation J (Security Institute)
Department \ /

Management of Information Securit

INSFPFIRING CREATIVE &S INNOVATIVE MMINDS - .
3rd Edition
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Sample 3 organization with IT dep

l‘b‘J OIT Organizational Chart for Information Security

Cathy Hubbs

Chief Information
Security Officer

Eric Weakland

Director, Information
Security

Isabelle Graham

— Network Security
Administrator

Michael Grinnell

— Network Security
Administrator

Homer Manila

— Network Security
Administrator

Last Updated: October 2008
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What Is Security?

A SECURITY
i SecurityA & R S Ftheyg$aRy or siate @f
being secure to be free from dangeg

I Security Is often achieved by means of several
strategies undertaken simultaneously or used In
combination with one another

A Specialized areas of security

I Physicakecurity,operationssecurity,
communicationssecurity, anchetwork security
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What Is Information Security?

A INFORMATION SECURITY

I The protection of information and its critical
elements (confidentiality, integrity and
availability), including the systems and hardware
that use, store, and transmit that information

AThrough the application of policy, technology, and
training and awareness programs

A Policy, training and awareness programs and
technology are vital concepts

Management of Information Security, 3rd Edition
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CNSS Security Model

Information
security

Network
security

Management of

! _ _ Policy
information security

Computer & data security

Figure 21 Components of Information security

Source: Course Technology/Cengage Learning
* CNS& Committee on National Security Systems
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A C.I.A. triangle

I Confidentiality, Integrity, andAvailability

I Has expanded into a more comprehensive list of critical characteristic
of information

A NSTISSC (CNSS) Security Model

I Also known as the McCumber Cube
I Provides a more detailed perspective on security
I Covers the three dimensions of information security

I Omits discussion of detailed guidelines and policies that direct the
Implementation of controls

I Weakness of this model emerges if viewed from a single perspective
A Need to include all three communities of interest

o

INSPIRING CREATIVE SINNOVATIVE MINDS
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I b{{ {SOdNARG&

1(3\(\0\0(}\1
vy &
. i—,ﬂﬁ@m - = ///
A ?0\,\01
Confidentiality Confidentiality 1
L~
Integrity Integrity //
Availability Availability //
> —
Storage  Processing Transmission Storage  Processing Transmission

Figure 12 CNSS security Model

Source: Course Technology/Cengage Learning
(adapted from NSTISSI No. 4011)
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QUM Key Concepts of Information Security

(AA)
A A) Confidentiality

I The characteristic of information whereby only
those withsufficient privilegesnay access certain
iInformation

I Measures used to protect confidentiality
AlInformation classification
ASecure document storage
A Application of general security policies
A Education of informatiorustodiansand end users
A Cryptography




Key Concepts of Information Secul(@A)
A B) Integrity

I The quality or state of being whole, complete, and
uncorrupted

I Information integrity Is threatened

AlIf exposed to corruption, damage, destruction, or other
disruption of its authentic state

I Corruption can occur while information is being
compiled, stored, or transmitted




Key Concepts of Information Secul(Gi)
A C) Availability
I The characteristic of information that enables user

access to information in @quired format
without interference or obstruction

I A user In this definition may be either a person or
another computer system

I Availability does not imply that the information is
accessible to any user
Almplies availability to authorized users
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A Privacy

I Information collected, used, and stored by an
organization is to be used only for the purposes
stated to thedata ownerat the time it was

collected

I Privacy as a characteristic of information does not
signify freedom from observation

AMeans that information will be used only in ways
known to the person providing it
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“Other Key Concepts of Information Security

A ldentification

I An information system possesses the characteristic of
identification when it isable to recognizéndividual users

T Identification and authentication are essential to

establishing the level of access or authorization that an
individual is granted

A Authentication
I Occurs when aontrol proveshat a user possesses the

identity that he or she claims
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“Other Key Concepts of Information Securit

A Authorization

I Assureghat the user has been specifically and explicitly

authorized by the proper authority to access, update, or
delete the contents of an information asset

I User may be a person or a computer
I Authorization occurs after authentication

A Accountability

I Exists when a control provides assurance that every
activity undertakercan be attributed to a named person

or automated Process
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What IsManagemenf

A MANAGEMENT
i ad¢ KS LINP

O T OKASO
asSt 2F NB

Saa 2 |
a2 dzNDS 3 é

A Manager

I Someone who works with and through other
people by coordinating their work activities Iin
order to accomplish organizational goals




2KIFG Aad alyl3asy

A Managerial roles

I Informationalrole

A Collecting, processing, and using information that can affect the
completion of the objective

I Interpersonalkole

A Interacting with superiors, subordinates, outside stakeholders, and
other parties that influence or are influenced by the completion of
the task

I Decisionalole

A Selecting from among alternative approaches, and resolving
conflicts, dilemmas, or challenges

INSPIRING CREATIVE SINNOVATIVE MINDS



A Leaders

I Influence employees to accomplish objectives

I Lead by example; demonstrating personal traits that instill
a desire in others to follow

I Provide purpose, direction, and motivation to those that
follow

A Managers
I Administers the resources of the organization

I Creates budgets, authorizes expenditures and hires
employees
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Behavioral Types dfeaders

A Three basic behavioral types of leaders
1. Autocratic
2. Democratic
3. Laissezaire
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A 2 basicapproaches to management

1) Traditional management theory

AUses the core principles of planning, organizing,
staffing, directing and controlling (POSDC)

2) Popular management theory

A Categorizes the principles of management into
planning, organizindeading,and controlling (POLC)
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The Planning-Controlling Link

Goals

Objectives

Strategies

Plans

Organizing

Standards Structure
Measurements Human
Comparisons resources
Action management

Motivation

Leadership

Communication

Individual and

group behavior

Figure 13 The planningcontrolling link
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6002V UQR®V

A Planning

I The process that develops, creates, and
Implements strategies for the accomplishment of
objectives

A 3 levels of Planning
Stratedic, Thactical: ahd ©@perationhal

A Planning process begins with the creation of
strategic plans for the entire organization
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I\/Ianagement Characterlstlcs
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A An organization must thoroughly define its
goals and objectives

I Goals are the end results of the planning process

I Objectives are intermediate points that allow you
to measure progress toward the goal
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6002V UQR®V

A Organizing
I The management function dedicated to the

structuring of resources to support the
accomplishment of objectives

I Requires determining what is to be done, in what
order, by whom, by which methods, and according
to what timeline
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6002V UQR®V
A Leading

I Leadership encourages the implementation of the
planning and organizing functions

Alncludes supervising employee behavior, performance,
attendance, and attitude

I Leadership generally addresses the direction and
motivation of the human resource
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A Controlling
I Monitoring progress toward completion

I Making necessary adjustments to achieve the
desired objectives

I The control function serves to assure the
organization of the validity of the plan

ADetermines what must be monitored as well as applies
specific control tools to gather and evaluate

Information
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I\/Ianagement Characteristiesd 2 vy i

Figure 14 The control process
Source: Course Technology/Cengage Learning
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