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SM Learning Outline (L1) 



ÅClass Marks (45%) 

ïQuizzes ς 2 (5% each) = (10%) 

ïAssignments ς 2 (5% and 8%) = (13%) 

ïPresentation ς 1 = (7%)  

ïGroup Project ς 1 = (15%)  

 

ÅExams (55%) 

ïMid Term: 20% 

ïFinal Exam: 30% 

Class Grading Any OBJECTION ? 
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MANAGING SECURITY ???  
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Which ONE you will CHOOSE???  
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CHAPTER  1  
 
 
INTRODUCTION TO  
SECURITY MANAGEMENT 

If this is the information superhighway, itôs going through  

a lot of bad, bad neighborhoods. ï Dorian Berger 

SECURITY MANAGEMENT 



Contents 
ÅWhat is Security, Information Security, 

Management? 

ÅWhat is Information Security Management (ISM)? 

ÅPrinciples of ISM (6Ps) - Planning, Policy, Programs, 
Protection, People, Project management 

ÅProject management 

ïPMBoK (Project Mgmt Body of Knowledge) 

ïApplying project management to security 

ïProject management tools 
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Objectives Chapter 1 

1) The ƛƳǇƻǊǘŀƴŎŜ ƻŦ ǘƘŜ ƳŀƴŀƎŜǊΩǎ ǊƻƭŜ in securing an 
ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ǳǎŜ ƻŦ L¢Σ  

2) Understand who is responsible for protecting an 
ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ƛƴŦƻǊƳŀǘƛƻƴ ŀǎǎŜǘǎ 

3) Key characteristics of information security 

4) Key characteristics of leadership and management 

5) Differentiate information security management from 
general management 
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Introduction 

ÅInformation Technology (IT) 

ïThe vehicle that stores and transports information 
from one business unit to another 

ïThe vehicle can break down  

ÅThe concept of computer security has been 
replaced by the concept of information 
security 

ïCovers a broad range of issues  

ÅFrom protection of data to protection of human 
resources 
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LƴǘǊƻŘǳŎǘƛƻƴ όŎƻƴǘΩŘΦύ 

ÅInformation Security is no longer the sole 
responsibility of a discrete group of people in the 
company, BUT it is the responsibility of every 
employee, especially managers 

ÅInformation security decisions should involve 3 
distinct groups of decision makers (communities of 
interest) 

ςInformation security managers and professionals  

ςInformation technology managers and professionals  

ςNon-technical business managers and professionals  

 Management of Information Security, 3rd Edition 



LƴǘǊƻŘǳŎǘƛƻƴ όŎƻƴǘΩŘΦύ 

ÅInfoSec community 

ïtǊƻǘŜŎǘǎ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ƛƴŦƻǊƳŀǘƛƻƴ ŀǎǎŜǘǎ ŦǊƻƳ ǘƘŜ 
threats they face. 

ÅIT community 

ïSupports the business objectives of the organization by 
supplying and supporting information technology 
appropriate to the business needs 

ÅNon-technical general business community 

ïArticulates and communicates organizational policy and 
objectives and allocates resources to the other groups 
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Sample 1 organization with IT dep.  
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Sample 2 organization with IT dep.  
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Sample 3 organization with IT dep.  
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What Is Security? 

ÅSECURITY 

ïSecurity ƛǎ ŘŜŦƛƴŜŘ ŀǎ άthe quality or state of 
being secureτto be free from dangerέ  

ïSecurity is often achieved by means of several 
strategies undertaken simultaneously or used in 
combination with one another 

ÅSpecialized areas of security 

ïPhysical security, operations security, 
communications security, and network security 
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What Is Information Security?  

ÅINFORMATION SECURITY 

ïThe protection of information and its critical 
elements (confidentiality, integrity and 
availability), including the systems and hardware 
that use, store, and transmit that information 

ÅThrough the application of policy, technology, and 
training and awareness programs 

ÅPolicy, training and awareness programs and 
technology are vital concepts 
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CNSS Security Model 

Figure 1-1 Components of  Information security 
 

* CNSS ς Committee on National Security Systems 
Source: Course Technology/Cengage Learning 



/b{{ {ŜŎǳǊƛǘȅ aƻŘŜƭ όŎƻƴǘΩŘΦύ 

ÅC.I.A. triangle  
ïConfidentiality, Integrity, and Availability  

ïHas expanded into a more comprehensive list of critical characteristics 
of information 

ÅNSTISSC (CNSS) Security Model  
ïAlso known as the McCumber Cube 

ïProvides a more detailed perspective on security 

ïCovers the three dimensions of information security 

ïOmits discussion of detailed guidelines and policies that direct the 
implementation of controls 

ïWeakness of this model emerges if viewed from a single perspective 

ÅNeed to include all three communities of interest 
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/b{{ {ŜŎǳǊƛǘȅ aƻŘŜƭ όŎƻƴǘΩŘΦύ 

Figure 1-2 CNSS security Model 

Source: Course Technology/Cengage Learning 
(adapted from NSTISSI No. 4011) 



Key Concepts of Information Security 
(CIA) 

ÅA) Confidentiality  

ïThe characteristic of information whereby only 
those with sufficient privileges may access certain 
information 

ïMeasures used to protect confidentiality 

ÅInformation classification 

ÅSecure document storage 

ÅApplication of general security policies 

ÅEducation of information custodians and end users 

ÅCryptography 
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ÅB) Integrity  

ïThe quality or state of being whole, complete, and 
uncorrupted  

ïInformation integrity is threatened  

ÅIf exposed to corruption, damage, destruction, or other 
disruption of its authentic state 

ïCorruption can occur while information is being 
compiled, stored, or transmitted  

Management of Information Security, 3rd Edition 
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ÅC) Availability 

ïThe characteristic of information that enables user 
access to information in a required format, 
without interference or obstruction 

ïA user in this definition may be either a person or 
another computer system 

ïAvailability does not imply that the information is 
accessible to any user 

ÅImplies availability to authorized users 

Management of Information Security, 3rd Edition 
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ÅPrivacy 

ïInformation collected, used, and stored by an 
organization is to be used only for the purposes 
stated to the data owner at the time it was 
collected 

ïPrivacy as a characteristic of information does not 
signify freedom from observation 

ÅMeans that information will be used only in ways 
known to the person providing it 

Management of Information Security, 3rd Edition 
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ÅIdentification 

ïAn information system possesses the characteristic of 
identification when it is able to recognize individual users  

ïIdentification and authentication are essential to 
establishing the level of access or authorization that an 
individual is granted 

 

ÅAuthentication  

ïOccurs when a control proves that a user possesses the 
identity that he or she claims 
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ÅAuthorization 

ïAssures that the user has been specifically and explicitly 
authorized by the proper authority to access, update, or 
delete the contents of an information asset 

ïUser may be a person or a computer 

ïAuthorization occurs after authentication 

ÅAccountability  

ïExists when a control provides assurance that every 
activity undertaken can be attributed to a named person 
or automated process  
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What Is Management? 

ÅMANAGEMENT 

ïά¢ƘŜ ǇǊƻŎŜǎǎ ƻŦ ŀŎƘƛŜǾƛƴƎ ƻōƧŜŎǘƛǾŜǎ ǳǎƛƴƎ ŀ ƎƛǾŜƴ 
ǎŜǘ ƻŦ ǊŜǎƻǳǊŎŜǎέ  

ÅManager  

ïSomeone who works with and through other 
people by coordinating their work activities in 
order to accomplish organizational goals 
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²Ƙŀǘ ƛǎ aŀƴŀƎŜƳŜƴǘΚ όŎƻƴǘΩŘΦύ 

ÅManagerial roles 

ïInformational role 
ÅCollecting, processing, and using information that can affect the 

completion of the objective 

ïInterpersonal role 
ÅInteracting with superiors, subordinates, outside stakeholders, and 

other parties that influence or are influenced by the completion of 
the task 

ïDecisional role 
ÅSelecting from among alternative approaches, and resolving 

conflicts, dilemmas, or challenges 
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²Ƙŀǘ ƛǎ aŀƴŀƎŜƳŜƴǘΚ όŎƻƴǘΩŘΦύ 
ÅLeaders 
ïInfluence employees to accomplish objectives  

ïLead by example; demonstrating personal traits that instill 
a desire in others to follow  

ïProvide purpose, direction, and motivation to those that 
follow 

ÅManagers 
ïAdministers the resources of the organization 

ïCreates budgets, authorizes expenditures and hires 
employees 
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Behavioral Types of Leaders 

ÅThree basic behavioral types of leaders 

1. Autocratic  

2. Democratic 

3. Laissez-faire 

Management of Information Security, 3rd Edition 



Management Characteristics  

Å2 basic approaches to management 

1) Traditional management theory  

ÅUses the core principles of planning, organizing, 
staffing, directing, and controlling (POSDC)  

2) Popular management theory  

ÅCategorizes the principles of management into 
planning, organizing, leading, and controlling (POLC) 

Management of Information Security, 3rd Edition 



aŀƴŀƎŜƳŜƴǘ /ƘŀǊŀŎǘŜǊƛǎǘƛŎǎ όŎƻƴǘΩŘΦύ 

Figure 1-3 The planning-controlling link 



Management Characteristics 
όŎƻƴǘΩŘΦύ 

ÅPlanning 

ïThe process that develops, creates, and 
implements strategies for the accomplishment of 
objectives 

Å3 levels of Planning 

Strategic, Tactical, and Operational  

ÅPlanning process begins with the creation of 
strategic plans for the entire organization 

Management of Information Security, 3rd Edition 



Management Characteristics 
όŎƻƴǘΩŘΦύ 

ÅAn organization must thoroughly define its 
goals and objectives  

ïGoals are the end results of the planning process 

ïObjectives are intermediate points that allow you 
to measure progress toward the goal 

Management of Information Security, 3rd Edition 



Management Characteristics 
όŎƻƴǘΩŘΦύ 

ÅOrganizing 

ïThe management function dedicated to the 
structuring of resources to support the 
accomplishment of objectives 

ïRequires determining what is to be done, in what 
order, by whom, by which methods, and according 
to what timeline 

Management of Information Security, 3rd Edition 



Management Characteristics 
όŎƻƴǘΩŘΦύ 

ÅLeading 

ïLeadership encourages the implementation of the 
planning and organizing functions 

ÅIncludes supervising employee behavior, performance, 
attendance, and attitude 

ïLeadership generally addresses the direction and 
motivation of the human resource 
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Management Characteristics 
όŎƻƴǘΩŘΦύ 

ÅControlling 

ïMonitoring progress toward completion 

ïMaking necessary adjustments to achieve the 
desired objectives 

ïThe control function serves to assure the 
organization of the validity of the plan  

ÅDetermines what must be monitored as well as applies 
specific control tools to gather and evaluate 
information 
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Management Characteristics όŎƻƴǘΩŘΦύ 

Figure 1-4 The control process 
Source: Course Technology/Cengage Learning  


